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The cyber threat is both sophisticated 
and determined. Boards need both the 
expertise and the strategy to deal with 
the danger it poses. 
With every new cyberattack, and the consequent 
unwanted media attention, comes the recognition that 
the risk posed by such breaches represents a real and 
potentially terminal threat to a company. This has led to 
an evolution in corporate response, which goes to the 
heart of corporate governance. Increasingly, boards 
recognise it is not just a question of throwing money at 
the problem but one that requires a comprehensive, 
strategic solution. 

A formidable foe
It’s no secret that cyber-crime has proliferated in recent 
years. The digital world has become ubiquitous and 
increasingly connected, while the use of the cloud for 
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data storage has expanded. Along with the good seed, 
weeds have grown and malicious, or at best mischievous, 
attacks have become commonplace. Facebook, TalkTalk 
and TSB Bank are just a few high-profile organisations 
that can attest to this. The connectivity and seamless 
nature of the web is both its strength and its Achilles heel. 
Viruses, having infiltrated the network, can spread like 
wildfire across common systems and platforms, infecting 
a myriad of organisations, their customers and suppliers. 

As the digital world grows inexorably, gradually 
incorporating artificial intelligence, driverless cars, and 
connected devices – ‘the internet of things’ – these 
dangers will only continue to evolve. The so-called 
fourth industrial revolution is delivering convenience 
and rising productivity, but it has also exposed an 
underbelly of vulnerability. 
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The cost of combat
So the enemy has become increasingly sophisticated. 
But what of the response? Initially, the response from 
companies was a little incoherent and appeared 
panicked. Companies had hitherto assumed that simply 
throwing money at the problem in the form of increased 
IT resources was enough but, increasingly, that mind-set 
has been shown up by events. The scale and nature of 
the attacks demand a far more considered and all-
encompassing approach with a greater focus on 
leadership oversight. This has been an unpleasant wake-
up call for many companies where their initial public 
statements in the face of major data breaches appeared 
tone deaf  and spoke volumes about how patently 
unprepared those companies were for such an incident. 
The initial response was purely reactive and one of 
damage limitation. 

Reassuringly, the gravity and extent of the risk is being 
acknowledged. The World Economic Forum’s 2018 
Global Risks Report highlighted that cyber-attacks now 
rank amongst the top three reported risks faced by 
businesses.

A matter for the board
There has been a dawning realisation that successful 
prevention is hugely important to companies’ value and 
reputation, and indeed their very survival as enterprises. 
Cyber threats can no longer be dismissed as things that 
happen to other organisations, or left to IT or risk 
departments to sort out as part of ‘BAU’. The issue is 
rightly being pushed up the corporate ladder, to board-
level discussion and control. The potential collateral 
damage, encompassing not only the monetary costs 
required to remedy the situation, but also the reputational 
and brand consequences, is now too high for boards to 
ignore. 

There are other driving factors too. The growing focus 
from the media and regulators, as well as from 
companies’ customers and third-party suppliers, has 
effectively forced the hand of businesses to address the 
issue at the highest levels. Additionally, the advent of the 
General Data Protection Regulation (GDPR) has created 
some urgency around the issue. Under EU law, 
companies could be fined up to 4% of revenues as a 
result of a data-security breach. This alone should be 
enough to focus the collective mind of a board. 

There is also the discriminating eye of investors to 
consider. Investors naturally want to be assured that a 
potential investee company has minimal cybersecurity 
risk or, at least, that it has the structure in place to 
mitigate that risk.
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Championing the 
governance issue
In 2015, LGIM’s Corporate Governance team called for 
companies to complete compulsory cybersecurity 
audits. As an active shareholder, we have made the issue 
a key point of communication with investee companies 
as well as working closely with other stakeholders 
including investor associations and governments to 
promote the importance of a strategic response to cyber 
threats. While there is still much for companies to do on 
this issue, there has also been notable progress. National 
Grid, for example, in its annual report, goes into some 
detail on the scenarios surrounding operational risks 
including cybersecurity attacks and their impact on the 
viability of the company. This level of detail encourages 
us as stewards of our clients’ assets.

Detection and prevention, rather than just reaction, have 
become key. Good governance recognises the scale of 
the problem, treating it as a board consideration and as 
a strategic issue. At the best companies, the threat has 
been incorporated as an ongoing and key operational 
risk; consequently, defence against it has been 
embedded deep into the fabric of the company. 
Ownership and accountability through the organisation 
are paramount, with that culture ideally trickling down 
from the top. The Chief Information Officer of Facebook 
has rightly stated, in our view, that “any company 
involved in the internet or storing confidential customer 
information on their network must include cybersecurity 
as a priority board focus”.

Technological know-how
An issue for boards can sometimes be one of technical 
know-how. Training and guidance for board members is 
therefore essential as well as ensuring that they have the 
best level of expertise available. This could mean having 
an IT or risk expert being part of the board or reporting 
to the board on the issue on a regular basis. Boards have 
begun to recognise this problem as a major business 
risk, and not just a technical issue. 

We have to make sure that companies are taking action 
and not simply going through the motions to satisfy the 
regulator, customers, shareholders and the media. We 
ask them: has there been real recognition at board level 
as to the acute nature of the cyber threat? The jury is still 
out on whether most companies can confidently say that 
they fully recognised the threat although those who 
have been breached tend to be more aware. And very 
few companies have been immune with some 50% of UK 
companies having experienced at least an attempted 
attack or breach.1

Indestructible, but still manageable, foe
What is clear, in our view, is that the threat posed by cyberattacks is an evolving, mutating beast that will continue 
to feed off the increasing connectivity of our world. Boards have made major steps in recognising the need for a 
strategic response but many still need to ensure that they have access to the best technical skills as well as the 
right infrastructure. In other words, we need the companies in which we invest to be better prepared for the risks 
of the future. We discuss how increased company spending on cybersecurity services could help benefit investor 
portfolios in our companion article ‘Accessing the cyber opportunity’.
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