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The need for cybersecurity permeates 
all levels of society. The threat of 
highly damaging attacks means that 
security spending will likely increase 
further to record levels. 
Recent headlines have highlighted how cybersecurity is 
top of mind for companies and the public alike. High 
profile data breaches have wiped hundreds of millions of 
dollars off of company valuations – in 2016 alone, four 
billion records were exposed.1 Companies know they 
need to do much more to manage the risk of cyber-
attacks and that means spending more on cybersecurity. 
As the nature of the threat evolves ever more quickly, we 
believe this could present an opportunity for investors 
looking to benefit from exposure to this exciting theme. 

The opportunity set
Following the global financial crisis, companies were 
most concerned about liquidity and counterparty risk. 
Today, one of the top three reported risks for doing 
business in the US is the risk of cyber-attack. With 100 
ransomware attacks taking place every 20 minutes, it is 
no surprise that global cybersecurity spending is 
expected to reach over $1 trillion from 2017-2021.² The 
‘WannaCry 2.0’ ransomware attack that brought the 
UK’s NHS systems to a standstill is just one example. 

1 Data Breach QuickView Report, 2017    
2 Cybersecurity Ventures, 2017  
3 Maersk press release, 16 August 2017
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Such attacks infiltrate computers and encrypt all data, 
often irreversibly since the ‘ransom’ elements can be 
hoaxes. The cost to businesses of successful attacks 
presents a serious risk to shareholders. The largest 
shipping company in the world, Maersk, suffered an 
approximately $300 million3 loss as a result of a single 
attack; FedEx and Merck also reported similar losses in 
business and revenues. 

The impact of these losses has helped drive the growth 
of the cybersecurity sector. Despite many equity 
benchmarks falling over the course of 2018, the 
cybersecurity sector was far more resilient – reporting 
gains of over 8% and well outperforming the comparative 
global information technology index. This shows no sign 
of abating with cybersecurity revenues expected to 
grow rapidly by 2021.
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No one-size-fits-all approach
Not every cybersecurity company has the necessary 
skills or tools to deal with every single type of attack. 
Thinking about just a few years ago, each of us might 
have personally used one of a few well-known companies 
to secure our desktops. This is largely still the case 
today: when it comes to individuals, we entrust our 
internet security to retail-focused companies via 
dedicated software packages or apps. But the security 
requirements of businesses, for example, might include 
data encryption, financial transaction protection and 
email security. Beyond this, the needs of governments 
are yet higher since this often includes the protection of 
citizens’ most sensitive data. The larger trend will result 
in growth across all three of these segments but currently 
no company can satisfy the requirements of all.

When approaching cybersecurity as a thematic 
investment, active research into the fundamentals of the 
growth drivers of these multiple types of companies is 
crucial. The key aim of such an approach is to give the 
investor a broad exposure to the theme itself, not 
necessarily the specific geography or sector subset. 
With the well-defined rules of an index tracking ETF in 
place, active research can help to ensure that it is 
designed to capture every aspect of the trend. 

Figure 2: Revenue expectations for cybersecurity companies
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Source: Zion Research Analysis 2016.  
Historical performance is not an indication of future performance and any investments may go down in value. 

Active research into the 
fundamentals of the growth 
drivers of these multiple types of 
companies is crucial
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Here today, here tomorrow
The two major trends that will continue to drive the 
cybersecurity industry in the years to come are the 
ongoing digitisation of our economy and increased 
regulatory scrutiny. When the consumer base of 
cybersecurity services broadly covers every person, 
company and government, the potential for growth in 
the sector is significant. 

The digitisation of our economy is taking place at every 
level. Each of us is using technology for more and more 
of our daily lives for services such as transport through 
Uber; shopping with eBay and Amazon; and more often 
finance via online-only fintech groups such as Monzo 
and Revolut. In 2018, the bestselling Christmas gift was 
Amazon’s Alexa, an automated digital assistant housed 
in whole variety of devices, listening to every word so as 
to be ready when called to attention. Even our location 
can be tracked on a second-by-second basis through our 
phones or smart watches. We are sharing so much data 
with these companies, with every interaction, that they 
are required to spend an inordinate amount of time and 
money to keep it safe. For example, in the investment 
banking sector JP Morgan’s budget for cybersecurity 
was $500 million in 2016 while Bank of America Merrill 
Lynch’s was $400 million.4 The US government alone 
spent under $20 billion as part of their 2017 budget.5 

Beyond the immediate reputational and possibly 
financial risk associated with an attack, there is now a 
much higher regulatory risk as compared to just a few 
years ago. With the introduction of the General Data 
Protection Regulation (GDPR), the fines associated with 
a data breach are of such a scale – up to 4% of revenues 
– that the incentive to spend more on security in order to 
prevent such a fine has never been higher. This is why 
LGIM’s Corporate Governance team treats cybersecurity 
as a board-level risk for the companies in which we 
invest.

A trend which might also reappear in the near term is 
that of new entrants to the publicly traded market and 
increased merger and acquisition activity. A few 
cybersecurity companies notably came to market a few 
years ago but a number more such as Palantir are 
expected to complete their initial public offering this 
year. At the same time, we expect there to be some 
consolidation in the market as larger cybersecurity firms 
look to expand their coverage and expertise into new 
areas. We would also expect some more mutually 
beneficial collaborations between cybersecurity firms 
and IT services companies, similar to that pursued by 
FireEye and Hewlett Packard in 2015 which brought 
many complementary benefits to both companies. 

Accessing the opportunity
The risk posed by cyber-attacks has never been greater 
for consumers, businesses and state governments. 
Increased regulatory pressure and the larger trend of 
digitalisation has contributed to estimates that 
worldwide spending on cybersecurity services is set to 
eclipse $1 trillion.6  The strong performance of the sector 
against the backdrop of difficult market conditions shows 
that this is a trend that has demonstrated resilience so 
far and, we believe, still has much further to grow. 

ETFs Powered by 
Legal & General

4 Forbes, 2016 
5 Nasdaq Global Indexes, 2017
6 Cybersecurity Ventures, 2017
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